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Introductio n 

This document is a configuration guide to Secure Remote Access VPN service, approved by the NHSIA under CCN 78 of 

C&Wôs WAN Framework Contract. 

 

VPN Access to N3 for broadband users is designed to allow end NHS users to securely access N3 and their NHS local 

network via the Internet. User organisations are expected to provide all local IT facilities. The VPN Access to N3 service is 

targeted at NHS workers with a business need to work from home via broadband from any service provider.  

 

It should be noted that the use of VPN & encryption technology places a small overhead on network bandwidth. Therefore 

user organisations should ensure that the available broadband bandwidth, and where applicable, connections to the target 

system(s), are of sufficient capacity to provide acceptable performance. 

Service Scope 

The Secure Remote Access VPN service includes: 

¶ VPN Client and security software licensed for end user computer 

¶ Security Token per end user or administrator (remains the property of Millbeck Communications) 

¶ Replacement of faulty or expired Security Tokens at no charge 

¶ Use of central VPN Concentrator within C&W N3, with high bandwidth connection to the Internet 

¶ Use of C&Wôs high availability, secure, resilient authentication platform  

¶ Dedicated block of  IP addresses for each customer, assigned to users when they connect 

¶ Millbeck Managed customers report faults to Millbeck Communications 

 

The following are out of scope: 

¶ Installation of client software on end user devices (done by the customer) 

¶ Broadband Internet access from end user computer* unless provided by Millbeck 

¶ Any increase in bandwidth which may be required for the Customerôs N3 connection 

¶ Adjustments to Personal firewall clients if needed 

¶ Adjustments to broadband router configurations if needed 

 

* The platform has been tested using common Broadband providers such as BT, NTL and Telewest. We cannot guarantee that 

VPN Access to N3 will perform successfully with other service providerôs broadband access services. AOL is an exception, 

AOL does not support this service. Sky Broadband customers may experience connection problems with the router that Sky 

supply. 

Fault Reporting 

Customers who require any assistance, or wish to report a fault, should phone Millbeck Communications on 08453 47 00 74 

or email support@millbeckcomms.co.uk . The helpdesk provides support for all queries and service requests relating to the 

VPN User Access to N3. Customers should say that the fault relates to VPN Access to NHS and will need to provide their 

user name and token serial number. 

 

Millbeck Communications will use reasonable efforts to respond to all faults within 4 hours of accepting the fault. 

 

mailto:support@millbeckcomms.co.uk
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Service Description  

 

VPN User Access to N3 is designed to allow end NHS users to securely access their NHS local network via the Internet 

(whether by broadband, GPRS, 3G or dial up). The service is independent of the method of Internet access. Because the 

service uses the Internet as an access mechanism for end user flexibility, security is particularly important. The table below 

shows a summary of the main security risks and how they have been addressed. 

 

Security Risk Secure customer remote access solution for N3 

Internet traffic can be monitored Encrypted tunnel using VPN 

Users may write down password Token authentication 

Keyboard monitor program can be used to detect 

username / password 

Token authentication 

Computer can be hacked before or after VPN 

connection 

Personal firewall clients (not part of the service) 

Users from one organisation can get into another 

organisationôs network as a single VPN router is used 

Each user has a unique user name and is associated with just their 

organisation 

Unauthorised users could be set up Users for each organisation added / deleted by organisation 

administrator using secure web site and token authentication 

 
The VPN Access to N3 Service uses IPSec tunnelling with authentication of end users is by means of SecureID tokens, which 

are two-factor, requiring the User to enter a 4 digit PIN followed by the 6-digit code on the token.  The code changes every 

minute and can only be used once.  After installation of the VPN client, the Group ID and Group password are entered (once 

only, afterwards stored in the client). The Group ID associates the user with a particular customer, and the Group password is 

used for encryption of the initial phase of IPSec negotiation between the VPN client and router. 

 

Once authenticated, and placed into the correct group, a secure IPSec tunnel is set up across the Internet using 3-DES 

encryption between the VPN client and the central VPN concentrators on the Core N3 Platform.  
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A schematic of the service is shown below: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The general approach to providing VPN Access to N3 is summarised below. 
 

Configuring VPN Access to N3 

Description Responsibility 

Set up and deliver User and Administrator Security Tokens to Customer Millbeck 

Set up Customer group on central VPN Concentrator and assign unique IP address pool Millbeck 

Provision of end user computer and connection to the Internet via broadband  Customer 

Configure local Firewall to allow access from source IP address pool Customer 

Download VPN Client Software.  Customer 

Install and configure VPN Client software with Group ID and Group password Customer 

Create user accounts using Online Configuration Tool Millbeck 
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System Requirements 

¶ Computer - Pentium processor or equivalent 

¶ PC Operating System:  

Ý Microsoft Windows 98 Second Edition 

Ý Microsoft Windows NT 4.0 (with Service Pack 6a or higher) 

Ý Microsoft Windows 2000 Professional  (with Service Pack 2 or higher) 

Ý Microsoft Windows XP Professional 

Ý Microsoft Windows Vista  

Ý Microsoft Windows 7 

 

¶ Minimum RAM - 32 MB for Windows 98 or Windows NT, 64 MB for Windows 2000, 128 MB for Windows XP. 

¶ Available Hard Disk Space - Approximately 15 MB. 

¶ Software Installation - Internet connection to download software. 

  

The following client software modules are required: 

¶ Nortel Contivity VPN Client  

Broadband and Home Router Requirements 

The VPN service can be used with any broadband service provider which allows IPSec VPN tunnels to be used. In practice 

we have found that nearly all service providers do permit IPSec VPN connections, however difficulties have been 

experienced with AOL which is not supported. 

 

The VPN service is generally compatible with home routers which allow IPSec VPN connections by introducing Network 

Address Translation (NAT). In all cases it is strongly recommended that the latest firmware be downloaded from the 

manufacturerôs web site and installed before use, even in the case of a recently purchased home router. Many types of router 

can be used without any adjustments, others may require you to log on to the router and enable VPN pass-through and 

sometimes you may need to make other configuration changes.  

How Accessing the Surgery Works 

The connection process is in two stages, the first stage is to create a secure VPN tunnel from the users PC into the N3 

network, once this tunnel has been established the user then creates a remote desktop connection session from their PC to the 

target PC / Server at the surgery.  

 

Installation Prerequisites 
 
At the surgery 

Enable remote users to connect to this computer.  

Identify your PCôs IP address. (You will need this information for the installation at home) 

Make sure you know your Windows username and password. (You will need this information for the installation at home) 

 

At home 

Download and install the Nortel VPN Client. 

Create a remote desktop profile. 
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1. At the Surgery 
 

 

1.1) On each of the PCs in the surgery that each user will connect to, the following needs to be done. Right click óMy 

Computerô, select óPropertiesô, this opens the Systems properties window, select the tab called óRemoteô and ensure 

that there is a tick in the box that says óAllow other users to connect remotely to this computerô 

 

1.2) Click Apply and OK 

 

  
 

1.3) Find out what the IP address for each computer you may want to connect to and write it down e.g. Dr Smith = 

172.111.111.11 as each of the doctors will need this information later.  

1.4) Write down your windows username and password (if youôre not sure what your windows username is click óshut 

downô and restart your PC. Your windows username should be presented at the log on screen. 
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2. Install Nortel Contivity Client 

 
 

 
 
 
 
 
 
 
 
 
 
 
 

 
2.1) Double click on Nortel Contivity client executable.  
2.2) Press Next 
 

 

2.3) Accept the license agreement.  Then Press Next 
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2.4) Leave as seen on screen and click Next 
 

 
 
 
 
 
 
 
 
 
 

 

 

2.5)  Press Next 
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2.6)  Press Finish to restart the computer 

 

 


