GP Firewall Non-Standard Configuration Request Form
All fields are mandatory. 

Requestor Details:
	Requestor Name :


	Requestor Telephone :


	Requestor E-mail :



	Senior Partner/Lead GPs Name:
	Telephone Number:
	E-mail Address:


Site Details: 

	SIN : 


	National GP Practice 

Code : 
	Site Name :


	Site Address :



	PCT/SHA :


	Authorised By Name :
	Authorised by telephone :
	Authorised by e-mail :


Request Details:
	Source Address:


	Port No(s):
	TCP*
	UDP*

	
	
	
	
	TCP – 3389

 (The above port is needed for Remote Desk Top connection, if you are using another method of connection please add any additional ports that your clinical system provider may need you to have)*delete the words in the brackets when you have complete the form.
	*
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


* Select applicable protocol

Reason For Request:
	To allow access to the clinical system and desk top PCs using the C&W VPN Remote Access (Health VPN)


Date and Time Required (Please note that these changes will be completed within 5 working days from the date of acceptance):
	


Please e-mail all completed forms to IGNHSGPFWChanges@nhs.net
NOTES FOR COMPLETION OF 

GP FIREWALL NON-STANDARD CONFIGURATION

REQUEST FORM

1. This form is to be used if a GP Practice requires an additional configuration on their N3 Firewall, outside of the standard configuration template.  An example of this would be if the Practice were using the Service Provider Remote VPN service.

2. Once this form is complete it is to be sent to BT N3 Team, who will process the request.  If  a risk assessment is required the BT N3 Team will forwarded the request to NPfIT who will carry out the assessment, if acceptable, the request will be authorised and return to the BT N3 Team for action.

3. If a request fails the risk assessment the originator will be informed.  

4. Requestor details must include the contact details of the Senior Partner/Lead GP.  Practice contact details should be as comprehensive as possible.  Your National GP Practice Code and BT SIN number must be provided.  

5. Source address and port numbers must be provided.  The source address is the IP address of the inbound device.  In the case of Remote VPN Service the address would be provided by the service provider.  An example of an IP address would be 193.110.12.153.  Different applications require different Firewall ports to be opened.  Ports are dynamic; they are numbered starting at one, and are used by different application protocols.  This information can be obtained from your Primary Care Trust (PCT), Shared Services Agency (SSA) or Health Informatics Service (HIS).

6. It must be stipulated whether the protocol uses TCP, UDP or both.  *Select the one that is applicable.  Once again you PCT, SSA or HIS should be able to help you if you are unsure.

7. You must state the reason for the request as this will assist the BT N3 engineer, any additional information should be included here.

8. The Senior Partner/Lead GP must be the same person in the Practice whose signature appears on the Acceptable Use Policy.  This responsibility may be delegated to another partner within the Practice. 










